Internal Audit Department
Peer Review

The Internal Audit Department (IAD) last had a Peer Review completed on
February 21, 2001. The US Governmental Accounting Office (Yellow Book)
requires the next peer review to be complete within three years of the last review.
The Yellow Book has an extension provision; however, IAD wanted to have the

peer review finished by the AOC meeting today.

IAD selected and contracted with Jefferson Wells International to perform the
review. However upon reflection and several communications, IAD asked
Jefferson Wells to stop work until after direction by the AOC. IAD wishes to
allow the existing governance and oversight of the AOC to actively select and

direct the peer reviewer.

IAD seeks clarification and direction by the AOC of their intent to actively
participate in the solicitation and evaluation of future vendors or rather to simply
ensure that a peer review is performed tri-annually. As always, Internal Audit

remains transparent and supports whatever direction the AOC would pursue.

Item 4
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their areas of specialization but are not required to meet the CPE requirements
described here. However, auditors who use the work of external and internal
specialists should ensure that such specialists are qualified in their areas of
specialization and should document such assurance.

Quality Control and Assurance

3.49 The general standard related to quality control and assurance is:

Each audit organization performing audits and/or attestation
engagements in accordance with GAGAS should have an appropriate
internal quality control system in place and should undergo an external
peer review. —

3.50 An audit organization’s system of quality control encompasses the audit
organization’s structure and the policies adopted and procedures established to
provide the organization with reasonable assurance of complying with applicable
standards governing audits and attestation engagements. An audit organization’s
internal quality control system should include procedures for monitoring, on an
ongoing basis, whether the policies and procedures related to the standards are
suitably designed and are being effectively applied.

3.51 The nature and extent of an audit organization’s internal quality control
system depends on a number of factors, such as its size, the degree of operating
autonomy allowed its personnel and its audit offices, the nature of its work, its
organizational structure, and appropriate cost-benefit considerations. Thus, the
systems established by individual audit organizations will vary as will the need
for, and extent of, their documentation of the systems. However, each audit
organization should prepare appropriate documentation for its system of quality
control to demonstrate compliance with its policies and procedures. The form and
content of such documentation is a matter of judgment. Documentation of
compliance should be retained for a period of time sufficient to enable those
performing monitoring procedures and peer reviews to evaluate the extent of the
audit organization’s compliance with the quality control policies and procedures.

3.52 Audit organizations performing audits and attestation engagements in
accordance with GAGAS should have an external peer review of their auditing
and attestation engagement practices at least once every 3 years by reviewers
independent of the audit organization being reviewed.” The external peer review
should determine whether, during the period under review, the reviewed audit
organization’s internal quality control system was adequate and whether quality

“Audit organizations should have an external peer review conducted within 3 years from the date
they start (that is, start of field work) their first assignment in accordance with GAGAS.
Subsequent external peer reviews should be conducted every 3 years. Extensions of these time
frames beyond 3 months to meet the external peer review requirements can only be granted by
GAO and should only be requested for extraordinary circumstances.
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BYLAWS OF THE
ORANGE COUNTY AUDIT OVERSIGHT COMMITTEE

December 17, 2002

I GENERAL PROVISIONS

Rule 1: The rules contained in these Bylaws shall govern the Orange County
Audit Oversight Committee (hereinafter referred to as "Committee"). This Committee has been
established as an advisory committee to the Board of Supervisors (hereinafter referred to as

"Board”).

I1. MEMBERSHIP OF COMMITTEE, RIGHTS AND DUTIES OF MEMBERS

Rule 2: The membership of the Committee shall consist of the following: the
Chairman and Vice-Chairman of the Board, the Auditor-Controller, the County Executive
Officer (CEO), the Treasurer-Tax Collector as Ex-Officio (non-voting) Member, and one
member-from the private sector appointed by the Board.

Rule 3: All Committee members will have an equal voice in the decision-making
process. Due to the scope of the Committee's assignment, and the value of each member's input,
consistent attendance by all members is expected, however, with the approval of the Chairman, a
substitute may attend the meeting with the member's proxy.

Rule 4: In the event that a member chooses to resign from the Committee, such
member should notify the Chairman, in writing. The Chairman will then immediately notify the
Board and the Committee of any such resignations. Upon notification, the Chair of the Board
will then solicit for a new member until the vacancy is filled.

III.  APPOINTMENTS, POWERS AND DUTIES OF THE CHAIRMAN

Rule 5: The Chairman and Vice-Chairman shall initially be elected for a one year
term, which may be extended for one additional year by a favorable vote of a majority of the

Committee members.

Rule 6: The Chairman's duties include presiding over all Committee meetings,
establishing subcommittees, responding to members' requests for information, signing
communications on behalf of the Committee and representing the Committee before the Board
and other governmental and quasi-governmental bodies, subject to the approval of the other
Committee members.



Rule 7: In the absence or inability of the Chairman to preside over the meetings,
the Vice-Chairman will perform such duties. If neither the Chairman nor Vice-Chairman is able
to preside, the Committee shall select one of the members to act as Chairman pro-tem. The
Chairman pro-tem shall have all the powers and duties of the Chairman during the absence of the

Chairman.

Rule 8: The Chairman shall preserve order and decorum. The presence of a
majority of the members will constitute a quorum, which will be necessary to conduct a meeting.
The Committee shall operate under Roberts' Rules (“Rules”) and the Chairman shall decide all
questions of order (unless overridden by a majority of the Committee members present)
consistent with such Rules.

IV.  ORDER AND SCHEDULING OF MEETINGS

Rule 9: At a minimum, the Committee will meet on a quarterly basis. All meetings
will be subject to the Ralph M. Brown Act. Whenever possible, quarterly meetings will be
prescheduled at the beginning of each year to ensure attendance.

Rule 10: County staff will keep minutes of each meeting and offer them for
Committee approval as the first item on the subsequent meeting agenda. Whenever possible,
such minutes will be distributed to Committee members in draft form within a reasonable time
after the meeting and in advance of the subsequent meeting.

V. PUBLIC PARTICIPATION

Rule 11: Every person addressing the Committee shall be limited in his remarks to
three minutes, unless an extension is granted by the Chairman.

VL. SCOPE OF COMMITTEE'S AUTHORITY AND OBJECTIVES

Rule 12: The scope of Committee's authority will be determined based on the Board
Resolution No. 95-271, dated April 25, 1995 as amended by any future Board action. The
general authority is summarized as follows:

a. To oversee the establishment and maintenance of the County's internal control
structure primarily through oversight of the activities of the Internal Audit
Department.

b. To oversee the quality of financial reporting activities which portray the County's

financial condition, results of operations, and plans and long-term commitments,
primarily through oversight of the public accounting firm providing the external
audit coverage of the County's consolidated financial statements. In addition, the
Committee shall review audit results of County programs for which the Board has
responsibility.



To oversee and monitor County compliance with pertinent laws and regulations,
applicable ethical standards, and conflicts of interest and fraud policies through
review of the results of activities of the Internal Audit Department.

To ensure that an external quality control review of the Internal Audit Department
be conducted every three years by an organization not affiliated with the internal
audit department in accordance with the United States General Accounting
Office’s Government Auditing Standards.

To immediately notify the Board in writing should the Committee determine any
significant or material irregularity exists in County operations.

To present a summary of Committee activities and significant audit results to the
Board through the distribution of the quarterly meeting material distributions
packages. If the minutes were corrected or amended upon the regular order of
business (see Rule 10), the minutes of each Committee meeting will be sent to the
Board members once approved by the Committee.

Such other duties as the Board shall prescribe from time to time.

VII. STAFF SUPPORT FOR COMMITTEE

Rule 13: To the extent available, County staff will provide technical and
administrative support to the Committee, when requested.

VIII. INDEMNIFICATION OF COMMITTEE MEMBERS BY COUNTY OF ORANGE

Rule 14: The County of Orange will indemnify Committee members for their
participation, decisions, or actions taken on behalf of the Audit Oversight Committee. Each
Committee member should also familiarize him/herself with County of Orange Conflict of
Interest Code and Gift Ban Ordinance requirements and file the appropriate annual certifications.

IX. MISCELLANEOUS PROVISIONS

Rule 15: These bylaws are subject to change by the Committee, with subsequent
approval by the Board.

Rule 16: Copies of these bylaws may be obtained from the County of Orange free

of charge.

References:

Board of Supervisors Minute Order S102B, 12/17/02
Board of Supervisors Resolution No. 95-271.
Board of Supervisors Minute Order 18444
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Initiating a quality assessment can help an

internal audit group come out on top.

BY MICHAEL P. FABRIZIUS, CIA, CPA
VICE PRESIDENT OF INTERNAL AUDIT, BON SECOURS HEALTH SYSTEM

RICHARD M. SERAFINI, CIA, CFE, CRP, CFSA
PARTNER, ENTERPRISE RISK SERVICES, DELOITTE

ANY INTERNAL AUDIT DIRECTORS HAVE MIXED EMOTIONS ABOUT

conducting an independent quality assessment (QA) (formerly known as a quality assurance review)
once every five years, as mandated by The TIA’s International Standards for the Professional Practice of
Internal Auditing (Standards). Although they love the idea of raising the bar on quality — especially
since the U.S. Sarbanes-Oxley Act of 2002 upped the stakes — they often loathe the idea of
inflicting a2 QA upon themselves. ® So, why did the internal audit department at Bon Secours
Health System, based in Marriottsville, Md., welcome the scrutiny of a QA even before it was a
requirement of the Standards? No one had been questioning the department’s practices. There were

no burning issues or concerns regarding quality. Still, the internal auditors were determined to take
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a proactive approach and complete an
independent review of the department.
The QA became a catalyst to reinforce
and strengthen the department’s posi-
tion within the organization. It also
offered access to professional best prac-
tices that would help ensure that the
department was state-of-the-art.

The QA process turned out to be
empowering and surprisingly painless.
The experience has strengthened the

time and effort involved with conduct-
ing an internal review and the expense
of doing an external review. Addition-
ally, three managers from the internal
audit department attended The I1A’s
QA training courses to obtain the nec-
essary skills and resources o optimize
process effectiveness.

The internal review helped clarify the
nuances of 2 QA and the multiple objec-
tives that could be achieved. It revealed

company planning a QA should univer-
sally apply the concept.

The oversight committee helped
develop the objectives for the review,
the request for proposal (RFP), and the
project timeline (see “Internal Audit
Services QA Objectives and Schedule,
page 41), and also assisted with select-
ing the service provider. The commit-
tee’s involvement and oversight
continued during the QA process and

internal audit program and helped raise
the department’s profile throughout the
entire organization.

STARTING FROM WITHIR
Preparation, communication, and a pos-
itive attitude are the secrets of an
enriching QA. At Bon Secours, prepa-
rations began with the decision to first
include an internally conducted QA of the
departmental objectives. The self-
assessment helped prepare for and ulti-
mately get the most value from an
externally conducted QA.

A formal internal review is not always
necessary before undergoing an exter-
nal QA. In some cases, the results of the
external review are needed to provide the
framework for an ongoing quality con-
trol program that gets implemented inter-
nally. The key is doing what it takes to
be prepared and to make the process as
=ffective as possible.

Bon Secours’ preparation included
educating senior management and the
audit committee on the concept of a
QA, which in turn helped justify the

INTERNAL AUDITOR FEBRUARY 2004

that, in addition to assessing techni-
cal compliance with the Standards, a QA
would provide important information
on benchmarking and best practices.

When the time came for the exter-
nal review, the internal audit depart-
ment, management, and the board knew
exactly what to expect. Perhaps more
importantly, the internal audit team
faced the process with confidence.
Everyone was hungry for a fresh per-
spective, rather than fearing what the
QA might reveal.

TAYOLVING SENIOR MANAGEMENT
Upon launching the external review, Bon
Secours formed a QA oversight com-
mittee that included the chief financial
officer, chief legal officer, and 2 mem-
ber of the audit committee. Having total
buy-in and direct involvement from
these players was critical to the project’s
success. The appropriate people to
involve in an oversight committee will
vary from company to company, depend-
ing on the culture and the way manage-
ment is organized. However, any

through the final report to the audit
committee.

The oversight committee provided
much more than a “rubber stamp.” The
committee’s advice and counsel during
the QA was invaluable. Its interactions
with the service provider also gave exec-
utives increased respect for the inter-

nal audit function.

SELECTING A FROVIDER

Bon Secours issued formal RFPs to four
providers. Based on a model provided by
The HA, the RFP was a critical document
in communicating expectations to poten-
tial service providers (see “Sample Request
for Proposal,” page 42).

Each provider had an opportunity to
learn as much as possible about the com-
pany and the internal audit function
through the Bon Secours annual inter-
nal audit plan, which was an attachment
to the RFP. The plan is a comprehensive
document that includes internal audit-
ing’s scheduled audits, charter, organi-
zational chart, annual budget, and staff
background and credentials. Providing



this level of detail ensured that all pro-
posals were well-founded.

From the proposals the oversight
committee received, it narrowed the
field and interviewed two firms. One
outlier was eliminated based on price.
Another firm seemed more interested
in promoting its marketing concept for
a review rather than providing the fun-
damentals of what was needed. The
committee ultimately selected Deloitte

Bon Secours collaborated extensively on
the specific elements of the assessment.
They discussed in detail the areas of the
internal audit process that would be
reviewed and the Bon Secours executives
who would be interviewed. Both sides also
worked together to develop a detailed
schedule for the interviews and delivery of
the final reports so that the timing would
be carefully coordinated. Very little was
left uncovered.

The QA provided a new comfort level to executive

management and the audit committee about the audit

approach and the way the function is managed.

to conduct the QA, based on the firm’s
qualities and experience.

LEAVING NOTHING TC CHANCE
The Deloitte proposal communicated the
scope and objectives of the QA. However,

before beginning the process, Deloitte and

With the number of people at Bon Sec-
ours involved in the QA, it was critical
to keep the process carefully orchestrated.
Detailed communications were sent to all
involved so they would know what to
expect and the process could unfold
smoothly. The QA ultimately included

practice information. |
DATE

1 January 2, 200x

ACTIVITY

OBJECTIVE: Obtaln an independent, external review of
The ilA’s International Standards for the Professional

Internal Audit Services QA Objectives and Schedule

Send nequ_ést for proposal (RFP) to group bf_(’ndepend_erit p_mwdels

2. January 20, 200x

Requnses to RFP du_e: ~

3. February 1, 200x

QA oversight committee selects provider.

4. March 1, 200x

6. April 3, 200x

Independent provider commences review.

5. March28,200x  Independent provider completes review. S
Closing meeting of independent provider with QA oversight committee.

7. _April 28,200x
8. May 15, 200x
9. June 10, 200x

Ao wiiswporiveceved. .
Report presented to audit committee by independent service provider.

10. june 11, 200x
11. June 12, 200x

the Intemal Audit Service Department to evaluate compliance with
Pmctfce of Internal Auditing and to provide benchmarking and best

Summary report presented to board of directors by the audit committee chair, L
Internal auditing communicates summarized QA results to internal participants in the process.

LEARNING TO LOVE THE SCRUTINY

interviews with nearly 30 Managers, exe
utives, and audit committee members,

Initially, the number of interviews
planned seemed high. However, the
decentralized nature of the Bon Secours
organization made it important to
involve all levels, up through the audit
committee chairs and the chairman of
the board. The purview of the review
was important to help understand the
organization’s structure and culture.

In addition to the interviews, the
review included an assessment of:

u The scope of the internal audit plan.

 Individual audits.

= Policies and procedures.

s Governance support.

® Documentation of meetings and
audit results.

® Ongoing communication and
reporting.

= The internal audit department
charter. :

= The audit committee charter.

= Human resource management.

w Staff turnover.

 Training.

Throughout the assessment, the Q.
team reported its progress weekly, which
was vital to ensuring a smooth process.
Ongoing communications helped every-
one stay on top of the progress and care-
fully manage any developments. In
addition, having a detailed plan with
clear deliverables, clearly defined roles

_Draft report completed and reviewed with chief executive officer and QA oversight Cé;'mittee-

FEBRUARY 2004 IIT_ERIAI. AUDITOR
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R Sample Request for Proposal

Soreg. January 2, 200x
¢/o XYZ Assurance Firm
353 Royal Canal Boulevard

Jacksonville, UT x00(xX
Dear Ms. Xxx:
Request for Proposal (RFP): Quality Assessment (QA), Amalgamated Manufacturing Inc. Internal Audit Services

BACKGROUND Amalgamated, a public company, manufactures and markets specialty medical surgical devices. Manufacturing
facilities are located in three mid-Atlantic states. Distribution facilities are located in Pennsylvania, Indiana, Louisiana, and Nevada,
and sales are made through an outsourced sales organization. In the fiscal year ended Aug. 31, 200x, net revenues were approxi-
mately s2.2 billion, and assets exceeded s2.5 billion. Further Amalgamated information is available on our Web site. 5
. Our Internal Audit Services Department consists of 12 professionals, including the vice president who reports to the presi-
dent/chief executive officer (CEO). The vice president has access to the chairman of the board and the audit committee.
 The audit function provides an independent appraisal of key financial and operational controls. The audit department also
 shares best practices that promote operational efficiencies and cost saving opportunities. Our audit plan is the result of an’

annual risk assessment. A copy of the

approved FYz00x Audit Plan is enclosed for your reference: ‘

m Assess the efficiency and effectiveness of the internal audit departm,
- # Review the Amalgamated audit universe and the method followed

 REVIEW SERVICES TO BE PROVIDED This RFP is for a QA of Internal Audit Services.

The selected independent party will:
ent based on standards and benchmark information.
for annual risk assessment le

[ , ading to the audit plan.
= Evaluate the internal audit organizational structure, staffing, and internal audit approach. 2N :
n Determine how internal auditing is perceived through interviews and surveys with customers, including
» Examine internal audit techniques and methodology for testing controls.
a Identify ways to enhance internal audit policies and practices. , 6 oy ,
n Evaluate whether the department conforms to The A’ International Standards for the Professional Practice of Internal duditing.
- The response to this RFP should identify the membership and credentials of the review team, including an organizational chart and
- the primary contact. The review team will include manufacturing internal audit experience. e R '
- The review will be corifidential, with the results only provided to designated Amalgamated representatives. The independent
d to the CEO and the audit committee. A presen-

gowﬁméc personnel.

| party shall prepare a written report upon completion of the QA that is addresse
_ tation on the QA results will be made to the audit committee.
% FEE BTIMATE ASSUMPTIONS Your ‘fc'c esti‘métekshbl.lldkincorporatc the following assumptions: :
_® The project will be performed in March, with a preliminary report submitted by April 28, 200x, and the final
. May, 200x. .

® Fees should include the cost, plus any estimated expenses. Please indicate the ho
. for any additional services that might be contracted in CY200x.

report issued by
urly rates for this review and the hourly rates

' SUBMISSION AND SELECTION Proposals for the QA must be submitted by Jan. 20, 200x. Internal auditing and our QA oversight
committee, which is composed of our chief financial officer, chief legal officer, and a member of our audit committee,
will review each proposal. Selection of the provider vendor is tentatively set for Feb. 1, 200, after interviews of finalists.
~ Additional information requests should be coordinated through my office at +1-410-555-3234.

limit the material provided in response to this RFP to 12 pages.

- OTHER MATTERS Please provide references. Also,
and please do not hesitate to contact me if you have any additional questions.

|~ Weare looking forward to working with you,

Sincerely,

David P. Auditor
. Vice President, Internal Audit
}k Attachment
I cc:  President/CEO
, QA Oversight Committee
i
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and responsibilities, and well understood
expectations by all stakeholders was key
to the success of the QA.

RECONMMINDBATICNS AND

REZU.TS

Within a month, Deloitte prepared a
summary of the QA findings to discuss

with the oversight committee. The

preparation had paid off, as there were

few surprises — but a lot of value — in
the results.

The QA helped address a few resource
issues and gain support for more infor-
mation technology auditing. It also
revealed several best practices to adopt
moving forward, such as how to improve
communications and the management
of audit committee meetings.

The final report, which was presented
to the audit committee and other selected
executives, included a few key recom-
mendations:

» Balance financial and operational
audits in the annual audit plan. The
internal audit department had
already begun to shift its focus to
achieve a good balance between
financial and operational audits.

The QA confirmed the need to con-

tinue moving in this direction, with

a recommendation to more con-

sciously align audits with the com-

pany’s strategic and operational
needs.

w Communicate gaps — as well as cover-
age — in audit plan. By presenting
the universe of potential audit areas
in a matrix, the internal audit plan
now illustrates the areas that are not
audited, in addition to those that
are. This approach gives a clearer
picture of risk and has provided the

support to increase the scope of
auditing where needed.

w Use presentation formats more for
reporting. Interviews with internal
audit customers revealed a prefer-
ence for more concise reporting,
rather than a narrative format. Mak-
ing this change also reduced the

LEARNING TO LOVE THE SCRUTINY

audit QA program. Six months aft:

issuing the formal report, a follow-u},
report was done on the progress made
in implementing the recommendations.
The internal audit plan now also
includes yearly improvement goals. The
internal auditors regularly survey the
audit committee and senior manage-

Company executives deal with internal auditing on a

regular basis for legal and compliance issues, but

sometimes fail to understand its role in the organization.

time spent drafting and redrafting

reports that were presented in a

narrative, rather than an executive

summary, format.

The QA report also provided bench-
marking on staffing and resource allo-
cation, which revealed that the Bon
Secours plan was largely on target. The
report also confirmed that the internal
audit department was in compliance
with The 11A’s Standards. Again, the
internal QA conducted before the exter-
nal review helped make the minor
adjustments needed to make the exter-
nal review most productive.

Another benefit of the QA was the
level of education that it provided to key
players at Bon Secours. For example,
it had not been apparent how little the
company’s acting chief information offi-
cer understood about the internal audit
process. He had been working with
internal auditing, but only in a limited
capacity. Company executives deal with
internal auditing on a regular basis for
legal and compliance issues, but some-
times fail to understand its role in the
organization. The QA provided an excel-
lent way to market internal auditing
through the independent voice of the QA

service provider.

AW OLRGTES PROLESS
The external QA was a beginning — not
an end — to the Bon Secours internal

ment to identify areas that need
improvement. At this juncture, every-
one is pleased with the progress mad
toward improving quality and recom
mends the QA process to other internal
audit directors.

BEING PROACTIVE

The QA provided a new comfort level to
executive management and the audit
committee about the audit approach and
the way the internal audit function is
managed. Through the discussions facil-
itated as part of the QA, executives
now have new insights into the internal
audit process and more respect for the
entire function.

Taking a proactive approach can yield
many benefits. If an internal audit
function is operating efficiently and
effectively, a QA serves as a valuable
endorsement of the quality of those
operations. Where improvements can
be made, the QA aims to present prac-
tical, comprehensive solutions that can
help the internal audit department
increase its value to the organization,
enhance its efficiency and effectiveness
in meeting the needs of its key cus-
tomers, and improve its planning fc
the future.

To comment on this article, e-mail the
authors at mfabrizius@theiia.org.
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Tist ot Suggested

Peer Review
Companies




List of Possible Vendors

Jefferson Wells, International (contract on hold pending AOC approval)
Mr. James P. Jimenez, Director of Internal Audit Services
(949) 885-1596

Price Waterhouse/Coopers
Ms. Nancy Shelman, Peer Review Services
(213) 217-3146

Deloitte & Touche
(800) 871-2586

KPMG
Orange County
(714) 850 4300

List of Vendors Selection from Publications:

National Association of Local Government Auditors
(859) 276-0686

Audit Chiefs Association
Monterey County, (831) 755-5441

Institute of Internal Auditors
(407)937-1100

American Institute of Certified Public Accountants
(888) 777-7077



Compliance
Evaluation Standards
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2 Park Plaza, Suite 950
Irvine, California 92614
Phone 949.885.1560 Fax 949.885.1561

www.jeffersonwells.com

A

JEFFERSONWELLS

INTERNATIONAL

February 21, 2001

Peter Hughes, PhD

Director, Internal Audit
County of Orange

400 Civic Center Drive West
Building 12, Room 232
Santa Ana, CA 92701

Dear Dr. Hughes,

At your request, we have conducted a quality assurance review of the work of your
internal audit department. We reviewed for compliance with The Institute of Internal
Auditors’ Standards for the Professional Practice of Internal Auditing, and based our
review on the Association of College and University Auditor’s Quality Assurance Review
Handbook. Additionally, we ensured the Quality Assurance Review addressed all
aspects of the Government Auditing Standards discussed in The Yellow Book.

Persons independent of your internal audit department performed the review and covered
audit work performed during 1999 and 2000. The scope of the review was restricted to
reviewing selected documents, reviewing the workpapers of a sample of audit projects,
interviewing key personnel and reviewing the documents compiled during the Self
Review completed by the internal audit department.

Based on the scope of our review, we determined that, the work of the internal audit
department did comply with IIA Standards during the period under review. Additional
information is provided in the attached report.

We appreciate the cooperation and assistance provided to us throughout the course of our
review. All individuals interviewed offered candid and constructive comments. We will
be pleased to review any of the information in the attached report with you at your
convenience.

Sincerely,

Nancy Johnso
Director Of Audit
Jefferson Wells International

Attachment



INTRODUCTION
The Standards for the Professional Practice of Internal Auditing (Standards), issued by
The Institute of Internal Auditors (IIA), require internal audit departments to develop and
maintain a quality assurance program to ensure the quality and credibility of their work.
According to the IIA, a comprehensive quality assurance program includes the following
elements:
e Ongoing supervision of internal audits

e Periodic internal reviews of the work of the internal audit department.

e Periodic external reviews or peer reviews of the work of the internal audit
department.

This report presents the results of a peer review conducted February 9 through February

16, 2001. Nancy Johnson and R. Matthew Byers of Jefferson Wells International
performed the review.

OBJECTIVES
The primary objective of this review was to determine whether the internal audit
department was in compliance with the Standards established by the IIA. A secondary
objective was to foster the sharing of experiences, ideas, and approaches with directors of

other internal audit departments, in order to provide additional recommendations for
improving the internal audit function.

SCOPE

The scope included:

e Reviewing the general information and documents gathered by the internal audit
department during the performance of their self-review.

e Reviewing selected audits and control self-assessments performed during the
2000 audit year.

¢ Interviewing key management and personnel of the internal audit department.

! Taken from the Standards for the Professional Practice of Internal Auditing as published by the Institute of Internal Auditors.
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CONCLUSIONS

Our overall evaluation of the internal audit department is that it did comply with the IIA
Standards for the period under review. This overall evaluation was derived from separate
evaluations for each of the five general and 25 specific standards that comprise the IIA
Standards, and was limited to the scope of our review.

OBSERVATIONS AND RECOMMENDATIONS

Following are the observations of the review team as they relate to the five general IIA
Standards: Independence, Professional Proficiency, Scope of Work, Performance of
Audit Work, and Management of the Internal Auditing Department. For each standard,
the review team identified the conditions observed and, where appropriate, made
recommendations for enhancing the efficiency and effectiveness of operations.

100 INDEPENDENCE - INTERNAL AUDITORS SHOULD BE INDEPENDENT OF THE
ACTIVITIES THEY AUDIT.

Observations: The internal audit department demonstrates independence from
the activities that they audit. Their reporting relationship to the Board of
Supervisors enables them to carry out their work responsibilities freely and
objectively and enables them to render impartial and unbiased judgements and
conclusions.

However, the Audit Charter of the internal audit department has not been
reviewed and approved by the Board of Supervisors or the Audit Oversight
Committee. The internal audit department was formed based upon the Board
Resolution 95-271, which addresses the requirements of the Standards.

Also, internal audit department management does not discuss independence and
objectivity on a regular basis with the staff auditors. Reliance is placed on the
initial independence and objectivity statement that all new auditors sign upon
accepting employment and on the auditor’s judgment to disclose any potential
conflicts of interest.

Recommendations: We are recommending that the Audit Charter from 1997 in
the Audit Manual be updated to include the new definition of internal audit
provided by the IIA and the current goals and objectives of the internal audit
department and presented to the Board of Supervisors and/or the Audit Oversight
Committee for approval. This would assist in presenting the current goals and
objectives of the internal audit department and document that the Board of
Supervisors and the Audit Oversight Committee has agreed to the goals and
objectives presented.

! Taken from the Standards for the Professional Practice of Internal Auditing as published by the Institute of Internal Auditors.
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200

Internal Audit Department’s Response: We concur with this recommendation
and will pursue updating our Audit Charter and having it approved by the
Board of Supervisors and the Audit Oversight Committee. The deputy director
of the department has taken the initiative of updating the Audit Charter to
conform it to the new definitions provided by the IIA and have it approved by
the Board of Supervisors and the Audit Oversight Committee by December 31,
2001. He will also include a section in next year’s audit plan and will present
and discuss the current goals and objectives of the internal audit department.
We feel that keeping the Audit Charter in conformance with 114 guidelines and
general in nature, while at the same time presenting and discussing goals and
objectives annually in the audit plan will appropriately address the points raised
in the above recommendation.

We are recommending that the internal audit department add an item to the Staff
section of the Audit Planning Checklist discussing potential conflicts of interest
and/or bias. This would assist in maintaining objectivity in all audits performed.

Internal Audit Department’s Response: We concur and the deputy director
will immediately implement this recommendation by adding this section to the
planning checklist and begin including the revised checklist in all new audit
initiatives.

PROFESSIONAL PROFICIENCY — INTERNAL AUDITS SHOULD BE
PERFORMED WITH PROFICIENCY AND DUE PROFESSIONAL CARE'.

Observations: The internal audit department demonstrates due professional care
and audit proficiency in the audits they perform. They posses the necessary
knowledge, professional skills, and recognized professional certifications to
competently undertake their audit assignments. There are additional tools
available that may assist the internal audit department in performing their audits.

Recommendations: We are recommending that the internal audit department
begin utilizing the Audit Planning and Program Development Checklists on each
audit performed. These checklists would assist in guiding the auditors through
the planning and development stages of the audit without missing key audit steps.

We are also recommending that should the internal audit department decide to not
utilize the Audit Planning checklist that they perform a documented Risk
Assessment, detailing the development of the audit plan and program.

Internal Audit Department’s Response: We will implement the
recommendation above by directing the Audit Managers to use the Audit
Planning and Program Development Checklists on each new audit started.

! Taken from the Standards for the Professional Practice of Internal Auditing as published by the Institute of Internal Auditors.
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SCOPE OF WORK — THE SCOPE OF INTERNAL AUDITING SHOULD ENCOMPASS
THE EXAMINATION AND EVALUATION OF THE ADEQUACY AND EFFECTIVENESS
OF THE ORGANIZATION’S SYSTEM OF INTERNAL CONTROL AND THE QUALITY OF
PERFORMANCE IN CARRYING OUT ASSIGNED RESPONSIBILITIES .

Observations: The annual audit plan developed by the internal audit department
in conformance with expectations provided by the Board of Supervisors and the
Audit Oversight Committee encompasses the examination and evaluation of the
adequacy and effectiveness of the County’s systems of internal control. The audit
plan systematically addresses the major business functions with the greatest
impact and importance to the County. The effectiveness and efficiency of audited
entities and accomplishment of goals by audited entities are not included in
standard audits, because these types of reviews are conducted by consultants
engaged individually by the Departments in coordination with the CEO. This was
a decision made by the Board of Supervisors and has been implemented into the
standard audit plan of the internal audit department. These areas would be
reviewed if requested specifically by management.

Recommendations: We are recommending that the Audit Charter and Audit Plan
be updated to reflect that the internal audit department does not perform
“efficiency and effectiveness’ or ‘validation of the measurement and tracking of
goals and/or objectives’. This would document that the Board of Supervisors and
the Audit Oversight Committee acknowledges and accepts that these areas are not
going to be covered. Also, as discussed in section 100 above, this would clarify
the current focus of the internal audit department.

We are recommending that the internal audit department begin utilizing the
Segregation of Duties Matrix for all audits to provide additional support to their
validation of appropriate segregation.

Internal Audit Department’s Response: We concur and the deputy director
will update the Audit Charter as previously discussed and he will also present
and discuss the annual audit goals and objectives beginning with the next Audit
Plan. This way the Audit Oversight Committee has annual visibility and
awareness of the audit department’s goals and objectives as well as each audit
scheduled.

We will also begin using the Segregation of Duties Matrix in all new audits
started.

PERFORMANCE OF AUDIT WORK — AUDIT WORK SHOULD INCLUDE
PLANNING THE AUDIT, EXAMINING AND EVALUATING INFORMATION,
COMMUNICATING RESULTS, AND FOLLOWING UP'.

! Taken from the Standards for the Professional Practice of Internal Auditing as published by the Institute of Internal Auditors,
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Observations: The work performed by the internal audit department is clearly
documented and includes all aspects discussed in the Standards. Their audits are
well planned, supervised and properly staffed. Their audit objectives are achieved
as evidenced by documentation and other support assembled in the working
papers. The audit reports are balanced, objective and clear. The audit
recommendations are well developed and would add value to the organization.

Recommendations: As discussed in section 200 above, we are recommending
the internal audit department begin utilizing the Planning and Program
Development Checklists during the planning phase of the audit to ensure all risk
areas are covered and documented.

Internal Audit Department’s Response: We will immediately incorporate the
Planning and Program Development Checklist in new audit initiatives. The
audit managers were instructed accordingly.

500 MANAGEMENT OF THE INTERNAL AUDIT DEPARTMENT - THE
DIRECTOR OF INTERNAL AUDITING SHOULD PROPERLY MANAGE THE INTERNAL
AUDITING DEPARTMENT .

Observations: The Director properly manages the internal audit department. The
responsibilities approved by the Board of Supervisors and the Audit Oversight
Committee are accomplished in the annual audit plan. In addition, the Director
manages the resources of the audit department efficiently and effectively
demonstrated by completing last year’s plan on time and on budget.

Recommendations: We are recommending that the internal audit department
continue its efforts in compiling policies and procedures in an easy to use, easy to
find, standard format for the audit staff.

Internal Audit Department’s Response: We will continue our efforts to

incorporate and employ the Best Business Practices to the Internal Audit
Department.

ACKNOWLEDGEMENTS

The team conducting this quality assurance review wishes to thank all internal audit
personnel for their cooperation and assistance throughout the course of this review.

! Taken from the Standards for the Professional Practice of Internal Auditing as published by the Institute of Internal Auditors.
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Scope of Review, Documents Reviewed and Employee’s Interviewed

The Peer Review performed by Jefferson Wells International during February 9 through
February 16, 2001 covered the Internal Audit Departments performance during 1999 and
2000. The Peer Review relied upon workpapers compiled by the Internal Audit
Department during their self-review completed in January 2001. The sample utilized
during the Self-Review and Peer Review were:

IAD Self Review and Support for Peer Review for IIA Standards Section 100

IAD Self Review and Support for Peer Review for IIA Standards Section 200

IAD Self Review and Support for Peer Review for IIA Standards Section 300

IAD Self Review and Support for Peer Review for IIA Standards Section 400

IAD Self Review and Support for Peer Review for ITA Standards Section 500

IAD Self Review Manual

IAD Audit Manual

Treasury Fund Audit — Financial Audit #2007 Q/E 09/30/00

Integrated Waste Management — Departmental Control Review #1299 Y/E 03/31/00
Tax Redemption Officer — Mandated Audit #0499 Y/E 10/31/99

Public Administrator/Public Guardian — Control Self Assessment #2066 Y/E 09/30/00
Orange County Public Library — Control Self Assessment #2002 January-March 2000

The sample utilized only during the Peer Review were:

Registration and Elections Department — Departmental Control Review #2030 Y/E
05/31/00
Treasurer SB866 Compliance Audit — Financial Audit #0999 Y/E 12/31/99
Sheriff-Coroner Department — Control Self Assessment #99-20
Interviews of: Peter Hughes, Director
Eli Littner, Deputy Director
Michael Goodwin, Audit Manager
Alan Markum, Audit Manager
Vangie Ortiz, Administrative Staff Analyst II
Review of Employee Files

JEFFERSON WELLS INTERNATIONAL QUALITY ASSURANCE REVIEW HANDBOOK
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Summary Observations By The CSA Workshop Facilitators

The Internal Audit Department team members feel they have the values, ethics, skills and knowledge necessary to
meet their objectives, good teamwork, and a good work environment. However, the team has concerns regarding
compensation, equity issues, resources, and policies and procedures.

Good News:

Values and Beliefs

The team strongly indicated that the department demonstrates commitment to its mission of providing reliable,
independent, objective evaluations and business and financial advisory services to the Board of Supervisors and
County management. Team members feel the department’s values and ethics have been clearly communicated to
them and that the “department operates in an ethical manner and with high integrity.” They feel that management
sets a good example and supports a very professional environment.

Teamwork

Team members stated that they have “fantastic teamwork.” Staff feel they are empowered and supported by
management and appreciate the autonomy of their work. They stated that they understand their roles and
responsibilities and they “get the job done” and “all employees work hard and care about the quality of work.”

Skills and Knowledge

The team stated that they are “very skilled and experienced”. They pointed out that team members have a “variety of
professional licenses and backgrounds that makes them well-rounded Auditors.” They also said their training
budgets and the tuition reimbursement program assist them in “maintaining skill sets with emerging trends”. In
addition, team members have many years of auditing experience..”

Work Environment

The team feels they work in a good environment. They said they “enjoy being able to do different types of audit work
within the department”. They mentioned that the low turnover in their department is reflective of a good working
environment and that they enjoy their work. They also said they have a great support staff, which helps them meet
their objectives.

Challenges Identified:

Compensation

Some team members indicated that they are not adequately compensated. They said the “County is benefiting from
our certifications/licenses - we should be paid accordingly.” They stated current compensation levels “do not address
issues of ‘skill-based’ or ‘impact of decisions rendered’ pay.” They also said the department has not determined
whether administrative staff are adequately compensated.

Equity Issues

Some team members feel that employee recognition is inconsistent among the Audit Managers. They said, “There
appears to be inequity in recognizing and rewarding employees’ performance causing morale problems among the
employees.” In addition, “differences in workloads and levels of responsibility occur within the same job
classification” and “Some staff is held to a strict budget and some are not.” Team members also expressed concern
that management has not yet delegated additional responsibilities to the recently promoted employees.

Resources

The team indicated they are concerned with the County’s current budget problems. They said, “Our training budget
and tuition reimbursement could be a concern because of the County’s fiscal crisis” and “We don’t want to lose the
ability to reimburse staff for licenses/certifications.” They stated they are concerned about “budget cuts and possible
layoffs.” The team also mentioned a need for more Information Technology Auditors and the need for Auditors to
gain more information technology experience.

Policies and Procedures

The team indicated there was a need for workpaper standardization. Also, the team mentioned that the departmental
administrative procedure manual needs to be completed. The team said there was some inefficiency in their
procedures, for example, “Sometimes we list things over and over, such as findings/observations.”

Internal Audit Department Page 3
December 17, 2003
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Audit Staffing Benchmarks

Based on a benchmarking survey of 45 larger local government
organizations, we applied a ratio of total County budget to auditors
to determine our comparable staff size:

Comparable Actual IAD
Nationwide 30 161
CA 19.4 161

The above comparisons indicate our staffing should be increased.
However, our auditors are seasoned experienced professionals
possessing a number of professional certifications. The seasoning
and certifications of our auditors translates into improved
efficiency and effectiveness, giving us comfort with the adequacy
of our current staffing size of 16 auditors.

' Total TAD staff of 22 less 4 administrative staff and Audit Director & Deputy Director.
This methodology is comparable to the other larger local governments surveyed.
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EXECUTIVE SUMMARY

MISSION STATEMENT

The mission of the Internal Audit Department (IAD) is to provide highly reliable, independent,
objective evaluations and business and financial advisory services to the Board of Supervisors
and County management. We assist them with their important business and financial decisions
and help to protect and safeguard the County’s resources and assets.

We support and assist the Board of Supervisors and County management in the realization of their
specific business goals and objectives. Our contribution to this effort is testing and reporting on the
effectiveness of their internal control systems and processes. County management relies on these systems
and processes for safeguarding the County’s assets and resources, for reasonable and prudent financial
stewardship, for accurate recording and reporting, and for achieving the County’s goals and objectives.

We are recognized for our expertise in assisting the County improve its business processes while
strengthening the protective internal control environment the public expects, relies upon, and demands.
We are committed to a process of continuous learning and improvement within our department to keep
updated on developing and innovative industry practices. Such constant renewal keeps the IAD and its
staff professionally current, refreshed, invigorated, and responsive to the County’s needs for attestation,
compliance assurance, accountability testing, and business improvement by implementing industry best-
practices with regard to internal control and accounting systems and processes.

Internal Audit provides a variety of audit services to its primary client, the Board of Supervisors. They
have the shared elected responsibility and accountability for the financial stewardship of the County.
Another recipient of our audit services is County management who have the responsibility for day-to-day
operation of the County departments and agencies. In addition, our published reports are used by various
Federal and State regulatory agencies, the Grand Jury, the media, the investment community, and the
public at large.

To meet our clients’ expectations and for us to function effectively with reliability and credibility IAD
must ensure our reviews and assessments of County operations are independent, accurate, and unbiased.
Therefore IAD follows, when appropriate and necessary and depending on the type of audit being
conducted, the exacting ethical and professional standards promulgated by the American Institute of
Certified Public Accountants (AICPA), by the Institute of Internal Auditors (IIA), by the Information
Systems Audit and Control Association (ISACA), and by the Government Accounting Office (GAO).

GOALS

IAD continues to implement for calendar year 2004 the two fundamental strategic goals of this audit
organization begun in prior years and which incorporated the proactive visions in the formation of the
department. These two goals remain at the heart of our operation. We reassess them annually and they
continue to be relevant in guiding the professional direction of the department.

1. We assist the Board of Supervisors and County management in ensuring the County’s assets and
resources are well safeguarded, the County’s accounting and financial reporting is timely and
accurate, and the County’s management has timely information and relevant analysis for its business
and economic decisions.
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2. We provide professional assurance, attestation, and confidence to our clientele on the County’s
internal controls, accounting records, and financial and business operations through our published
audit reports and reviews.

We have incorporated these Business Plan goals into our annual Audit Plan. Our Audit Plan is submitted,
discussed, and approved at the beginning of each calendar year by the Audit Oversight Committee. We
are dedicated to completing our audit plan while continuing to be flexible and responsive to the Board’s
requests for audit services.

The audit plan has at its core the traditional audits of “hard-controls;” such as segregation of duties,
limiting access to cash, and accurate originating accounting entries and transactions. Examples of these
traditional audits in our audit plan include our core business functions identified as Attestation Services
audits (AS), Departmental Control Reviews (DCR), and Information Technology Audits (IT). Our
reports contain opinions regarding the status of internal controls or the County’s compliance with grant or
other governing provisions. Our reports also include recommendations to management regarding
improvements to specific accounting processes and internal controls. Based on follow-up work
performed on the status of our recommendations, we are proud to say (and also compliment our
partnership with County management because they see value in our recommendations) that County
management substantially implements our recommendations on a timely basis.

We combine these three core groups of “hard control” audits (AS, DCR, and IT) with facilitated Control
Self-Assessment (CSA) workshops to achieve the balanced audit coverage of the County we desire. The
CSA workshops address the “soft control” aspects of a business operation; such as, communications,
ethics and morale, and planning and risk assessment. In these workshops, we facilitate and attempt to
discover if the work environment allows surfacing of business problems. The participants of the
workshop and their management self-identify problems, issues, or concerns and ways they themselves can
improve upon their own work environment. This process is an innovative and enlightened management
approach to workplace problem resolution, recognizing that staff closest to the problem area owns the
problem and usually has the solution.

For the prior year 2003, we successfully met our two key outcome measures. Our audit efforts and the
diligence of County management in managing its operations and addressing their control environments
contributed to the achievement of these measures. Our two key outcome measures were successful last
year because:

> The County had no defalcation or reported excessive cash losses.

> A high percentage of clients reported they received information and/or recommendations that
were helpful to them in safeguarding the County’s assets and making business decisions. With
few exceptions, our control recommendations were addressed by management and implemented.
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INFORMATION TECHNOLOGY (IT) ISSUES

The pace of technological advancement and the benefits to be realized by implementing these advances to
improve County business operations is increasing at an accelerating speed. The Audit Oversight
Committee recognized this issue at their December 5, 2001 meeting. Since then, we implemented an
Information Technology (IT) focus to complement the audits we currently accomplish in the Attestation
Services (AS) and Departmental Control Reviews (DCR).

We developed a long-term, two-tier IT plan to address the varied business needs of the County. The first
tier addresses specific issues and areas in the County-wide Comprehensive Accounting and Personnel
System (CAPS), the County’s financial recording and reporting backbone. The second tier addresses the
distributed computing taking place in County departments and agencies. The specifics of the two tiers are
as follows:

1. A major replacement of CAPS is planned to begin in 2005. An RFP will be issued for the
replacement system. Because of the importance and impact of CAPS, we coordinate audit coverage
with the Auditor-Controller to determine the best approach. Until this replacement takes place, our
audit focus will be to conduct narrowly scoped IT audits into areas of CAPS. We plan to contract
certain technical aspects of this effort with consultants.

2. This year we developed and distributed an IT self-assessment questionnaire to the County
departments during our risk assessment meetings with them. Our future vision is that we will
promote self-assessment to the County’s IT professionals and we will validate a sample of the
departments’ completed self-assessment questionnaires.

DEDICATION OF RESOURCES TO AUDIT RELATED SERVICES
Our Audit Plan is based on 21,000 direct audit hours to be provided by 14 audit professionals. The audit
hours for the Director and Deputy Director are not included in the above total and the time for the three

Audit Managers is adjusted downward to allow them time for administrative management.

These hours are allocated to the following:

Attestation Services and Mandates (AS): 5,060
Information Technology (IT) audits: 4,300
Departmental Control Reviews (DCR): 5,000

Facilitated Control Self-Assessment (CSA): 2,875
Compliance Audits and controls consulting: 2,345

The plan also allocates an additional 1,420 hours for audit activities such as staffing the fraud hotline,
reviewing cash losses, administering data collection of external audits, conducting training classes in
County departments on practical internal control concepts and application, and performing the annual risk
assessment.

Within the 21,000 hours, we reserved 2,400 hours to respond to Board requests for audit services. In
addition to our 21,000 direct hours, we contract out to industry experts certain audits such as information
technology audits and limited lease revenue reviews. We estimate that these consultants will provide
1,000 hours of work effort. Our 2004 Audit Plan is detailed on the following page.
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County of Orange Internal Audit Department
2004 DETAILED AUDIT PLAN

Budgeted

Audit Name Audit#  Hours
ATTESTATION SERVICES & MANDATES
Treasury Funds Audit - 12/31/03 (carry over) 1,500
Treasury Funds Audit - 3/31/04 400
Treasury Funds Audit - 6/30/04 400
Treasury Funds Audit - 9/30/04 400
Treasury Funds Audit - 12/31/04 100
Annual Treasury Investment Compliance Audit (YE 12/31/03) 800
DA Spousal Abuser Prosecution Grant - 6/30/04 160
DA Workers Comp/Auto Insurance Fraud Grant - 6/30/04 250
Auditing & Accounting Standards Update 200
Quarterly Treasury Compliance Reviews (scope/budget tbd) 800
Work Paper Close-Out & Final Report Issuance (audits from 2003 plan) 50

Subtotal 5,060
INFORMATION TECHNOLOGY AUDITS
CAATs - Monthly Routines (on-going) 600
CAATSs - Monthly Routines (development of new routines) 1,000
CAATs - Monthly Routines (cross-training & documentation of routines) 300
Review of CEO/IT - IT Governance 400
IT Self-Assessment Validation (trial dept) - HCA 400
Follow-up & Update - CAPS/Readiness Assessment 300
Follow-up - CAPS/Payroll Audit 200
Assist on IT Component of DCR (tbd) 100
Assist on IT Component of DCR (tbd) 100
Assist on IT Component of TFA (12/31/04) 100
Assist on IT Component of Treasury Compliance Audit (12/31/03) 100
IT General/Research 200
TBD - Application Audit 0
TBD - System Implementation Reviews 0
Reserve for Additional Audit Requests 500

Subtotal 4,300
DEPARTMENTAL CONTROL REVIEWS (DCR)
Auditor/Controller - Tax Unit 300
Auditor/Controller - Collections Process 250
Auditor/Controller - Trust Funds 300
PFRD - Utility Billings 200
PFRD - Revolving Funds 250
PFRD -Trust Funds 350
Housing & Comm. Services/CEQO - Redevelopment Agency 300
IWMD - Purchasing & Contract Administration 300
HCA - Cash Receipts & Accounts Receivable 300
HCA - Trust Funds 300
SSA - Revenues & Accounts Receivable 300

4 Internal Audit Department
2004 Audit Plan




Budget Process Reviews 400

DCR Administration 100
Follow-Ups and Post Follow-Ups 900
Work Paper Close-Out & Final Report Issuance (audits from 2003 plan) 50
Reserve for Additional Audit Requests 400
Subtotal 5,000
CONTROL SELF-ASSESSMENT (CSA)
CSA - District Attorney (2 workshops) 475
CSA - HCA/Contracts (1 or 2 workshops) 475
CSA - Office on Aging (1 or 2 workshops) 475
CSA - Clerk-Recorder (3 or 4 workshops) 700
CSA - thd 0
CSA Promotion & Orientation 200
Work Paper Close-Out & Final Report Issuance (audits from 2003 plan) 50
Reserve for Additional Audit Requests 500
Subtotal 2,875
COMPLIANCE
Administration of Limited Lease Revenue Reviews 100
PFRD/Canyon RV Park - Limited Lease Revenue Review 150
PFRD/City of Anaheim Parking - Limited Lease Revenue Review 200
PFRD/Bristol Instant Storage - Limited Lease Revenue Review 150
TBD - Limited Lease Revenue Review 1860
TBD - Limited Lease Revenue Review 150
HIPAA Compliance Reviews 400
Reserve for Additional Audit Requests 1,000
Work Paper Close-Out & Final Report Issuance (audits from 2003 plan) 45
Subtotal 2,345
CONTROL RELATED & OTHER ASSIGNMENTS
Annual Risk Assessment Audit Planning 500
Cash Losses 200
Fraud Hotline 120
External Audit Reporting 300
Technical Assistance to Other Dept/Agencies 300
Subtotal 1,420
Grand Total 21,000

ADDITIONAL COVERAGE PROVIDED BY CONSULTANTS
IT Audits - to be determined
Sheriff - Medical Benefits Review
Total 0
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PRIOR YEAR ACCOMPLISHMENTS

CORE AUDIT ACTIVITY ACCOMPLISHMENTS

Department Control Reviews (DCR)

We completed all DCRs scheduled and budgeted in our 2003 Audit Plan. The DCRs focused on internal
control reviews of cash receipts and cash disbursements involving trust funds, revolving funds, and
special use department/agency funds. Cash receipt and disbursement DCRs are considered a core audit
areas due to the inherent risk that exists in cash handling, and are initiated in departments/agencies where
a significant amount of monies are collected and processed. Our review of department/agency funds also
helps to ensure monies are being used in accordance with their established purposes. These reviews are
valuable because they help identify funds/accounts with little or no activity or which contain unidentified
monies that require further investigation and resolution by the department/agency. Additionally, we
performed a review of the County’s purchasing cards where we evaluated the process and controls over
the administration, use, and oversight of the purchasing card program. We also performed a limited
review of internal controls over the Public Administrator/Public Guardian property vault.

Department Control Review Follow-Ups

The Follow-Up review process is necessary to ensure that the audit recommendations resulting from our
DCRs are implemented satisfactorily. During 2003, Internal Audit continued its “post follow-up” review
process where follow-up reviews are performed to ensure audit recommendations not implemented in the
initial follow-up review have been fully implemented. Five initial Follow-Ups and five Post Follow-Ups
were completed in 2003.

Attestation Services (AS)

We will complete by year-end all financial and mandated audits listed in the Audit Plan on schedule. We
have completed the Treasury Funds Audits for quarters ending 12/31/02, 3/31/03, and 6/30/03; Quarterly
Treasury Compliance Review for 3/31/03 and 6/30/03; the DA Auto Insurance Fraud Grant, and the DA
Workers® Compensation Fraud Grant. We are in the process of completing the Treasury Funds Audit for
quarter ending 9/30/03; the Probation Audit for two years ending 6/30/03. We will be starting the DA
Spousal Abuser Prosecution Grant in November 2003 and will complete the audit by the end of December
2003; and the Quarterly Treasury Compliance Review for 9/30/03, which will be completed by year-end.

Information Technology (IT) Audits
We will complete by 12/31/03 all seven goals for the 2003 IT audit coverage:

1) Application Audit: We completed an audit of the Auditor-Controller’s internal controls for the laser
check printing process.

2) System Implementation Review: We will complete our review of IWMD’s implementation of a new
system for fee collections and accounts receivable (Weighstation/Compuweigh and Great Plains).

3) Assist on an IT Component of a Financial Audit or Department Control Review: We completed a
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5)

6)

7

general computer controls review at the Treasurer-Tax Collector as part of the 12/31/02 Treasury
Funds Audit.

IT_Self-Assessment Questionnaire: We developed an information technology self-assessment
questionnaire (based upon the COBIT model from the Information Systems Audit and Control
Association) for County departments use. The comprehensive questionnaire provides a standard for
departments to self-assess their varied I/T operations and identify areas for potential improvement.
The questionnaire was discussed and distributed during the risk assessment meetings held with the
departments in September, October, and November 2003.

Computer Assisted Audit Techniques (CAATs): We performed our first CAAT routine for duplicate
payments in May 2002. Since then, we continued to run the duplicate payment routines monthly and
to date have identified $122,692 in duplicate payments now in varied stages of recovery.
Additionally, CAATSs for 2003 included these additional routines:

¢ We developed and performed on-going routines for: employees/vendor matches, retirees working
in excess of established thresholds, direct deposit paychecks made to the same bank account, and
vendors deleted from Vendor Master Lists. As a result of these routines, we identified matches of
employees working as vendors and retirees working in excess of established thresholds. Upon
researching the underlying circumstances for the matches, the applicable County departments also
identified and implemented process improvements to prevent reoccurrences of the identified
issues.

¢ We developed and implemented a CAAT routine to improve audit efficiency when performing
the quarterly Treasury Compliance Reviews, beginning with the quarter ending 3/31/03. The
CAAT is used to analyze the Treasurer’s investment portfolio and determine diversification
percentages to compare with government regulations.

* We developed several CAAT routines to obtain financial information (amounts and transaction
activity) to be utilized in the annual risk assessment. For example, we were to able compile cash
receipt activity and transactions by the department that processed the cash receipt rather than by
the department/fund where the money was deposited (some departments process monies for other
departments).

Countywide I/T Inventory: We compiled a listing of key systems being used in the County
departments that we utilized as part of our I/T annual risk assessment. We also obtained relevant
information, such as the platform, operating system, type of data, source/support for the system, and
interfaces thereby increasing our understanding of the departments’ I/T environment.

Update to CAP #34: By 12/31/03, we will submit an updated draft of County Accounting Procedure
#34 (Development of Financial Computer Systems) to the Auditor-Controller’s Office.

Control Self-Assessment (CSA)

We will complete all scheduled (seven) CSA workshops in our Audit Plan by December 31, 2002: three
in Public Facilities and Resources Department (PFRD) and four in Planning and Development Services
Department (PDSD). In PFRD, workshops were conducted for Watershed & Coastal Resources,
Information & Technology Services, and the Permit Process. In PDSD, workshops were conducted for
Management, Building Inspection, Building Plan Check, and Planning.
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BOARD REQUESTED AUDITS OR SPECIAL REQUEST AUDITS

During 2003, Internal Audit performed the following eight special audits and/or reviews resulting from
requests by the Board of Supervisors, the CEO or Departments:

1. PDSD Budgetary Controls: As a result of the deficit in the Building & Safety Fund 113, we
performed a review of budgetary controls for the Planning & Development Services Department.

2. Countywide Budget Process: We also performed a limited review of the County budget process to
help ensure employees involved in the budget process had accountability and clearly defined roles
and responsibilities.

3. CEO/HR Management Reclassification Process: We performed, with the assistance of consultants,
an audit of the reclassification process for management employees. Our audit included customer
surveys completed by the County departments.

4. CEO/HR Contract Administration Issues: To assist the CEO in responding to a Grand Jury report, we
reviewed the CEO/HR’s management of a Deloitte & Touche, LLP contract issued for the
Performance Incentive Program (PIP).

5. CEO/HR Use of Unemployment ISF (Fund 291): During our review of the above Deloitte & Touche
contract, we identified instances of non-insurance charges and transfers made from Fund 291. We
issued a separate report for this issue.

6. HCA Subcontractor Review: We completed a preliminary survey at three health care clinics to
determine whether they were maintaining adequate financial records.

7. PA/PG — Statement of Assets Transferred: We reviewed the Statement of Assets Transferred forms
resulting from changes in the Public Administrator and Public Guardian positions.

8. PFRD Prevailing Wage Review: We performed a review of two contractors to determine whether
they were in compliance with prevailing wage requirements.

ADDITIONAL AUDIT ACTIVITY ACCOMPLISHMENTS

Limited Reviews of Lease Revenue

These reviews are requested by PFRD and JWA and are performed on a fiscal year basis. We completed
four scheduled limited reviews of lease revenue listed in the Audit Plan. We also completed two
additional reviews and are in process of starting a third review that was not originally scheduled. To help
accomplish the reviews, we utilized audit staff from a local Certified Public Accounting (CPA) firm under
an existing contract. We also utilized our own internal audit staff for the more complex reviews.

Technical Assistance to Others

We continued to provide assistance to various departments as requested. In 2003, we assisted PFRD with
certain financial issues and audit strategies for the three key operators in the Dana Point Harbor. We also
assisted PFRD by reviewing a proposed lease amendment for the Sunset Marina lease and certain capital
improvement issues for the Strawberry Farms Golf Course lease.
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Cash Losses

The Auditor-Controller has been given authority to approve replenishment of cash losses up to $300. For
cash losses more than $300, the Auditor-Controller requests the Internal Audit Department to review the
circumstances surrounding the loss and to evaluate the adequacy of corrective actions taken to prevent
future losses. We are pleased to report that during 2003, there were only nine cash losses reported, and
only two needing an investigation by Internal Audit. Many of the smaller cash losses involved the
receipt of counterfeit bills and some instances from employees not adhering to established procedures and
internal controls. More attentiveness to procedures and controls resulting from both our DCRs and
department/agency internal reviews have been contributing factors in the decrease of cash losses.

Fraud Hotline

We processed 36 Hotline incidents: 12 incidents were referred to County departments/agencies for
investigation, 15 incidents were referred to the Welfare Fraud Hotline for investigations, 2 were referred
to outside agencies, and 7 were information requests and “other.” To date, 6 of the 12 incidents referred
to County departments/agencies for investigation remain open.

Countywide Risk Assessment

The Internal Audit Department performed a risk assessment for purposes of preparing the 2004 Annual
Audit Plan. In 2003, we significantly enhanced our annual risk assessment process by incorporating
reviews of the department/agency Business Plans, compiling financial information/activity by business
process (e.g. cash receipts, disbursements, revenues, expenditures) for each department, and by meeting
with Executive Management in the departments. As a result, we hope to provide additional value to
management in our audit planning process by addressing areas perceived jointly as having higher risks.

Additionally, we expanded the annual risk assessment to include an inventory and assessment of key
information systems used by the departments.

Internal Controls Training Classes

The Director and staff of Internal Audit were asked by departments to conduct internal controls training
for their managers. Two such training classes were provided to HCA and the Registrar of Voters in 2003,
as well as a presentation at a Department Head Meeting. This training was well received and the
attendees appreciated the practically of the materials presented.

External Audit Activity
Each quarter, we compiled and presented a report of external audits in process throughout the County to
the Audit Oversight Committee, highlighting material findings.

Peer Review

During 2001, we successfully passed a Peer Review based on IIA standards and required by the
Comptroller General of the United States in their published Government Auditing Standards. The Peer
Review made minor recommendations to improve our auditing and management processes. During 2003,
we implemented the outstanding recommendation involving a revision to our Audit Department Charter.

CPA and Other Professional Certifications

During 2003, one auditor submitted their Form E (Experience) package to the State Board of Accounting
to receive the Certified Public Accountant (CPA) credential. The experience package was accepted and
the CPA license was granted. Two auditors received the Certified Information System Auditor (CISA)
credential. One auditor received the Certified Internal Auditor (CIA) credential.
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COUNTYWIDE RISK ASSESSMENT METHODOLOGY

Overview:

The Internal Audit Department performed a risk assessment for purposes of preparing the 2004 Annual
Audit Plan. In 2003, we significantly enhanced our annual risk assessment process by meeting with
Executive Management in the departments to discuss their operating environments and areas of
importance and concern. By meeting with the departments, we hope to provide additional value to
management in our audit planning process by addressing areas perceived jointly as having higher risks.
Additionally, we expanded the risk assessment to include an inventory and assessment of key information
systems used by the departments. Below is a discussion of our methodology for each area:

Departmental Control Reviews:

Departmental Control Reviews (DCRs) are performed for processes involving cash receipts, revenues,
accounts receivable, cash disbursements, revolving funds, purchasing/contract administration, trust
/special department funds, payroll, and budgeting.

To determine risk ratings for these processes, we developed risk assessment worksheets for all
departments/agencies, considering information we obtained from reviewing departmental business plans,
meeting with the Executive management teams of the departments, and identifying financial volume and
activity. We used the following criteria and relative weight factors in our assessment:

* Department/Agency Changes (20%): Included factors such as management and/or organizational
changes, significant increases/decreases in staffing and workloads, new/eliminated programs, and
significant changes in laws/regulations.

¢ Operating Environment (20%): Included factors related to the department’s operating environment
such as public image, laws/regulations, safety and environmental issues, sensitivity to economic
factors, pending litigation, and business continuity.

¢ Last Audit Performed (10%): Identified all IAD internal control reviews performed on the above
processes since 1996.

¢ Financial Activity/Volume (50%): Obtained a listing of all County funds and the controlling
department/agency for each fund. From CAPS, we compiled FY 02-03 financial information (dollar
volume, number and nature of transactions) for each process and for each controlling department.

Using the above criteria, each department/agency process was rated on a scale of 1 to 10 (10 being
highest risk and 1 lowest risk) for each of the above weight factors. An overall risk score was then
calculated showing areas of High (8 - 10), Moderate (4 - 7), and Low (1 -3) risk. The overall risk scores
are shown on page 1 of the attached risk assessment schedules, and a schedule of our DCR audit coverage
since 1996 is shown on page 2 of the attachment.

Control Self-Assessment Workshops:

The CSA workshops are conducted in County departments on a voluntary basis. We contact the various
department heads and inquire if there are any functions within their departments that could benefit from
CSA workshops. In addition, we also regularly receive requests from department heads to conduct CSA
workshops. Page 3 of the attachment lists by department the number of CSA workshops completed since
1999, which is when IAD started conducting CSA workshops.
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Information Technology Inventory and Assessment:

We provided the County's departments with an I/T questionnaire in order to facilitate our I/T risk
assessment process. The questionnaire asked for the name of the system, purpose, platform, operating
system, interfaces, nature of data collected, implementation date, source (such as off the shelf vs. in-house
developed), and upgrades/changes.

The departments completed the questionnaire only for each system they identified as critical or key to
carrying out the mission of their respective department. From the completed questionnaires, we compiled
a key system inventory. Examples of applications/systems not included in the inventory are: utilities (such
as anti-virus, email, backup, and Microsoft operating system and office applications), terminal emulators
(allows access to a mainframe computer via a personal computer), and systems of a limited/administrative
nature (such as form generation, record retention, or telephone directories). We rated each system based
upon the six relative weight factors below:

* Importance & Impact (30%): The importance and impact of the system to the County and
department's mission. Systems having a countywide impact were rated high in this category.

o Complexity (20%): The complexity of the system taking into consideration the number of interfaces,
the number of users and transactions, the nature of the database, and the nature of the calculations
made by the system.

* Nature of Information (15%): The nature of the information controlled by the system such as
financial, operational, or support. Systems controlling financial assets or data were rated high in this
category.

* Sensitivity of Information (15%): The confidentiality of the information controlled by the system.
Systems controlling HIPAA regulated information or personal information were rated high in this
category.

* Maturity (10%): The length of time since the system was implemented or since significant upgrades
occurred.

e [Last Audit (10%): The number of years since the last audit.

Each system was rated on a scale of 1 to 5 (5 being highest risk and 1 being lowest risk) for each of the
weighted factors. Then, an overall score was calculated and the system was ranked as high (400 or
above), moderate (251 — 399), or low (below 250). Page 4-6 of the attachment is the inventory and
ranking.

See ATTACHMENT - RISK ASSESSMENT SCHEDULES
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Sample Form of Audit
Services Survey




County of Orange
Internal Audit Department
Customer Survey of Audit Services

Name of Auditor(s):

Name of Audit:

Please rate | to 5
| being Strongly Disagree
5 being Strongly Agree
(The higher the score the better the evaluation)

Score Evaluation Factors

Were the auditor(s) professional and courteous?

Did the auditor(s) communicate the objectives of the audit?

Did the auditor(s) discuss findings with you in a timely manner?

Did the auditor provide helpful, reasonable, and practical recommendations?

Did the auditor listen to your concerns and explore options in a partnering way?

Was the audit report clear and accurate?

o] B ] —

Did the auditor(s) demonstrate satisfactory technically knowledgeable relating to internal
control?

8. Were your experiences with the auditor(s) positive?

9. Would you recommend the services of the auditor(s) to your colleagues?

10. Would you choose this auditor(s) to conduct other audit assignments?

Thank you for your insights and comments, we value your input.

Customers Name: Date:

Customers Title:
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Dr. Peter Hughes, Director
400 W Civic Center Drive 232
Santa Ana California 927014521
714.834.5475 (main)
 714.834.2880 (fax)

RISK ASSESSMENT QUESTIONNAIRE

For each application listed that is considered key, please complete the questionnaire on the next page.
» Contact Scott Suzuki (Senior Internal Auditor) @ 714.834.7651 with any questions regarding this questionnaire.

DEPARTMENT/
AGENCY

I/T MANAGER

APPLICATION(S) .
List all applications

COMPLETE THE EET ON THE NEXT PAGE FOR EACH LISTED APPLICATION CONSIDERED TO BE KEY




APPLICATION
NAME

Name, acronym, and
version/release number
(if applicable)

PURPOSE
Functions performed by
the system

PLATFORM
Mainframe, AS/400,
server, etc.

OPERATING

SYSTEM
Windows XP/2000/NT,
Unix, etc.

INTERFACES

With other
applications, including
those outside your
department/agency

NATURE OF DATA
COLLECTED

Financial accounting,
personal information,
statistical data, etc.

IMPLEMENTATION
DATE

Approximate

SOURCE
Off-the-shelf -
unmodified; Off-the-
shelf - modified;
Developed - in-house;
Developed - third-party

SUPPORT
In-house or third-party

UPGRADES/
CHANGES
Enhancements to
system, program
and/or platform
changes (other than
patches)

LAST AUDIT

Date of last audit and
by whom (including
reviews by consultants)

PROBLEMS/
CONCERNS
Security, data

integrity, processing,
change control, etc.




AREA

RATING CRITERIA

RATING

CRITICALITY

40%

5 - Application is critical to the County’s mission

4

3 - Application is critical to the department/agency’s function
2

1 - Application is non-critical

COMPLEXITY

20%

5 - Application interfaces with external systems; complicated database; complex operations
4

3 - Application is moderately complex

1 - Application is not complex; stand-alone, few users

INFORMATION
CONTROLLED

20%

5 - Application tracks financial assets and/or confidential data

4

3 - Application tracks assets less readily disposable or subject to fraud and/or theft
2

1 - Application contains public information or less sensitive data

SYSTEM LOAD

10%

5 - Application processes hundreds of transactions per day
4

3 - Application processes hundreds of transactions per week

1 - Application processes hundreds of transactions per month

MATURITY

10%

5 - Application was deployed less than one year ago

4

3 - Application is in its second year or its first year after significant upgrades/modifications

1 - Application is in its third year or later
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AUDIT #- Y/E REVIEWER

SUBJECT GENERAL I/T CONTROLS QUESTIONNAIRE

PURPOSE To perform [W/P] audit program step [step number] and review the organization's general computer
controls.

: sawra applkaﬁom supported by the system
» Segregation of duties — policies and procedures that prevent one indlvidual from contro!ﬂng key aspacls of the IfT-

related operation

& Service continuity - controls to ensure critical operations continue without lntarruptlon or are prompliy resumed when

e unexpectod avents occur, ensure critical datais protecled e

—EE‘K 1. Are risk assessments performed and
ASSESSMENT | documented?
g 2. Is a security plan documented and
PROGRAM | approved?
] 3. Is the plan kept current?
?Efﬁﬁl‘l"{ 4. Has a security management
MANAGEMENT structure been established?
'STRUCTURE
R g 5. Is there an information security

manager?

6. Are information security

responsibilities clearly assigned?

"] GENERAL I/T CONTROLS QUESTIONNAIRE ST — PAGE | WP

vV | 271772004 09:48 1/12
| C:\Documents and Settings\Scott\My Documents\Audlts\Fonns\IT 1CQ 4.doc




CONTROL QUESTION: -
7. Is there an ongoing security
awareness program?

Y/NINA: REMARKS

8. Are security policies distributed to all
employees?

9. Is there an incident response
capability enabled?

USERS

PERSONNEL 10.  Are references and/or background
POLICIES checks performed on employees with
access to critical/confidential data?
11.  Are confidentiality or security
‘| agreements required for employees with
access to critical/confidential data?
12. Are scheduled vacations required?
13.  Are regular job or shift rotations
required?
14.  Are there termination and transfer
procedures?
15.  Are skill needs accurately identified
in job descriptions?
| 16.Is there a training program?
17.  Are employee training and
, professional development documented and
monitored?
SECURITY 18. Is the information security program
PROGRAM subjected to periodic review?
MONITORING 19. Do major applications undergo
, independent review every three (3) years?
CLASSIFY 20. Have classifications and criteria been
INFORMATION | established and communicated to resource
RESOURCES | owners?
-« [21. Have resources been classified
: | based on risk assessments?
AUTHORIZED 22.  Are user access authorizations
documented and approved?

23. Do owners periodically review

access authorization listings for
appropriateness?

24. |s remote access limited and justified
in writing?

25. Do security managers review access
authorizations?

26. Are changes to security profiles by
security managers reviewed by an
independent party?

27. s security notified immediately upon
the termination of an employee?

28. Are emergency and temporary
access authorizations documented,
approved, and automatically terminated?

29. Are forms used to document
approval for archiving, deleting, or sharing
data files?

] GENERAL I/T CONTROLS QUESTIONNAIRE

E | 211772004 0548

C:\Documents and Settings\ScoftiMy Documents\AudﬁForms\lT 1CQ 4.doc

2712 |




~ CONTROL QUESTION
30. Are there policies for how data
programs and files are to be protected when
: shared with other entities?

' JHYSICAL 31.  Have facilities housing sensitive and
CONTROLS critical resources been identified?

o e 32. Have significant threats against
sensitive and critical resources been
identified?

33. Is access to sensitive areas [imited

by use of entry devices?

34. Does management periodically

review lists of employees with access to

sensitive facilities?

35. Are keys or other entry devices

required to access the data center?

36.  Are unissued keys and entry devices

secured?

37. Do emergency procedures ensure

only authorized personnel are allowed to re-
SR enter after an emergency?

VISITORS |38 Are visitors to sensiive areas

BEE * | formally signed in and escorted?

39. Are entry codes changed

periodically?
40. Are visitors, contractors, and
maintenance personnel properly

authenticated  via appointments  or
: . | identification checks?
PASSWORDS 41.  Are password assigned for specific
AL ‘ individuals and not groups?

| 42.  Are passwords controlled by the user
and not subject to disclosure or sharing per
.| policy?

| 43.  Are passwords changed periodically
(30-90 days)?
| 44.  Are passwords not displayed when
| entered?
45. Are passwords at least six (6)
alphanumeric characters in length
46. Are password prohibited from reuse
for at least six (6) generations?
47. Is the use of names or words
prohibited?
48.  Are generic user ID's and passwords
not used?
49.  Are attempts to logon with invalid
passwords or user ID's limited to three (3)
attempts?
50. Is the account lockout duration set
{ for indefinite/until reset by administrator?
51.  Are personnel files matched to actual
| system users or are user ID’s periodically
reviewed for terminated/ transferred
employees?
52.  Are password files encrypted?

GENERAL I/T CONTROLS QUESTIONNAIRE PAGE WiP
2/17/2004 09:48 3 / 1 2
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CONTROL QUESTION:

Y/NINA: REMARKS:

53. Do users of tokens, key cards, or
other key devices maintain possession of

what they have been assigned?

54. Do users of tokens, key cards, or

other key devices understand they must not

loan/share these items and must report

lost/stolen items immediately?

ACCESS 55.  Is an analysis of logical access paths

PATHS conducted whenever system changes are
made?

DATA FILES 56. Is security software utilized to restrict

AND access?

SOFTWARE 57.  Is access to security software limited
to those charged with security
administration duties?

58. Are  workstations automatically
logged off after a period of inactivity?

59.  Are inactive user accounts monitored
and/or removed when not needed?

60. Are parameters of security software
set to provide access to files as authorized
and restrict access in all other instances?
61. Are naming conventions used for
resources?

DATA 62. Are there logical controls over the

DICTIONARY database and data dictionary which restrict

AND access to data files as necessary?

DATABASES 63. Is the use of database utilities limited
and monitored?

64. Are access and changes to the

database software controlled?

65. Is the access to security profiles in

the data dictionary and database security
s , tables limited?

TELECOM- | 66. s the use of diakin remote access BRI

MUNICATION_ limited?

ACCESS 67. Is there a dialin access control
software in use?

68. Does it verify user ID's and
passwords before granting access?

69. Does it protect sensitive data during
transmission?

70.  Does it automatically disconnect at
the end of a session?

71. _Does it maintain activity logs?

72.  Does it restrict access to tables that
define network options, resources, and user
profiles?

73.  Does it allow only authorized users to
shut-down network components?

74.  Does it monitor dial-up access by
monitoring the source of calls of by
disconnecting and dialing back at
preauthorized phone numbers?

75.  Does it restrict in-house access to
telecommunications software?
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76. Does it control changes to

| telecommunications software?

77.  Does it ensure data is not accessed
or modified by unauthorized users?

78.  Does it restrict and monitor access to
telecommunications hardware and
facilities?

79.  Does the opening screen viewed by
a user provide a warning against
unauthorized use and that activity will be
monitored?

80. Are dial-in numbers not published
and changed periodically?

ENCRYPTION

81. Is encryption wused to protect
sensitive data?

EQUIPMENT
DISPOSITION

82. Are there procedures to clear
sensitive data and software from discarded
or transferred equipment and/or media

MONITORING

83. Is all activity involving access to and

| modifications of sensitive data logged?

ACCESS

84.  Are security violations and activities,
including failed logon attempts, other failed
access attempts, and sensitive activity,
reported to management and investigated?

85. Do security managers investigate
security violations and report results to
management?

86. Are violations summarized and
reported to senior management?

‘1 87. Are access control policies and

techniques modified when violations and
related risk assessments indicate that such

changes are appropriate?

"APPLICATION
DEVELOPMENT

SOFTWARE
DEVELOPMENT |

88. Is there a documented SDLC
methodology?

LUFECYCLE -

189. Have program staff and other

employees involved in developing and
testing software been trained in the use of
the organization’s SDLC?

90. Are software change request forms
used to document requests and related
approvals?

91. Are change requests approved by
both system users and I/T?

92.  Have clear policies restricting the use

| of personal and public domain software

been developed and enforced?

93. Is virus identification software in use?

TESTING

94. Have test plan standards been
developed for all levels of testing that define
responsibilities for each user group?

95. Are detailed system specifications

{ prepared by the programmer and reviewed

by management?
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CONTROL QUESTION'
96. Are software changes documented
so they can be traced from authorization to
the final approved code?

Y/NINA' REMARKS

97. Are test plans which define
responsibilities for each user group
documented and approved?

98. Are unit, integration, and system
testing performed and approved before
system deployment?

99. Is a comprehensive set of test
transaction and data developed which
represents various activities and conditions
that will be encountered during processing?

100. Is live data not used in testing of
program changes (except to build test data
files)?

101. Are test results reviewed and
documented?

102. Are program changes moved into
production only upon documented approval
from users and I/T management?

103. Is  documentation updated for
software, hardware, I/T support, and users
updated when a new or modified system is
implemented?

104. Do /T personnel periodically review
production program changes to determine
whether access controls and change
controls have been followed?

105. Are emergency change procedures
documented?

106. Are emergency changes approved
by I/T management?

107. Are standardized procedures used to
distribute new software for implementation?

108. Are implementation orders, including
effective date, provided to all locations
where they are maintained on file?

SOFTWAR
LIBRARIES

109. s library management software used
to produce audit trails of program changes?

110. s library management software used
to maintain program version numbers?

111. Is library management software used
to record and report program changes?

112. Is library management software used
to maintain creation/data information for
production modules?

113. s library management software used
to maintain copies of previous versions?

114. s library management software used
to control concurrent updates?

115. Are separate libraries maintained for
program development and maintenance,
testing, and production programs?

116. Is source code maintained in a
separate library?

| GENERAL /T CONTROLS QUESTIONNAIRE
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~ CONTROLQUESTION  ~  Y/NINA REMARKS
{ 117. Is access to all programs, including
production code, source code, and extra
program copies, protected by access
control software and operating system
security?
118. Are all deposits and withdrawls of
programs tapes to and from the library
logged?
119. Does a group independent of the
users and programmers control the
movement of programs and data among
libraries?
120. Are before and after images of
program code maintained and compared to
ensure only approved changes are made?
121. Do programmers not have access to
production data?

SYSTEM
SOFTWARE
ACCESS [ 122 Do policies and procedures for
S | restricting access to systems software exist
and are they up to date?

123. Is access to system software
restricted to a limited number of personnel?
124. Are application programmers and
computer operators  prohibited from
accessing system software?

125. Is there approved documentation
justifying access to system software?
1 126. Are the access capabilities of system
programmers periodically reviewed for
.| propriety?

w| 127. s the operating system configured to
| prevent circumvention of security software
and application controls?
-1 128. Is all access to system software files
.| logged automatically?
-1 129. Are vendor supplied default logon
- | ID's and passwords disabled?

1 130. Is remote access to the system
| master console restricted?
SYSTEM 131. Are there polices and procedures for
UTILITIES = | using and monitoring use of system
: - | software utilities?

- [ 132, Are responsibilites  for _ using
sensitive system utilities clearly defined?
133. Are responsibilities for monitoring
use clearly defined?

134. s the use of sensitive system utilities
logged using access control software
reports or job accounting data?

135. Is the use of privileged system
software and utilities reviewed by I/T
| management?

136. Is inappropriate or unusual activity in
{ using utilities investigated?
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CONTROL QUESTION Y/N/NA REMARKS
137. Are system programmers activities

monitored and reviewed?

138. Are management reviews performed

to determine if control techniques for

monitoring use of sensitive system software

are functioning as intended?

CHANGES 139. Do policies and procedures exist for
identifying,  selecting, installing, and
modifying system software?

140. Do procedures exist for identifying
and documenting system  software
problems?
141. Do new system software versions or
products and modifications to existing
system software receive proper
authorization via a change request
document?
142.  Are new system software versions or
products and modifications to existing
system software tested and approved
before implementation?
143. Do procedures exist for controlling
emergency changes?
144. Is installation of system software
scheduled to minimize the impact on data
processing and is advance notice given to
users?
145. Is migration of tested and approved
system software to production use
performed by an independent library control
group?
146. Are outdated versions of system
software removed from production libraries?
147. Is the installation of all system
software logged to establish an audit trail?
148. Is vendor supplied software still
supported by the vendor?
149. Is all system software current and
; does it have complete documentation?

OF DUTIES ; 5

INCOMPATIBLE | 150. Do policies and procedures for

DUTIES segregating duties exist?

151. Are distinct systems support S
functions performed by different individuals?
152. Does no individual have complete
control over incompatible transaction
processing functions?

153. Are compensating controls
performed for organizations with limited
resources?

154. Are I/T personnel not users of the
organization’s applications?

155. Are daily operating procedures for
the data center adequately documented?
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 CONTROL QUESTION -

156. Do documented job escriptions
accurately reflect assigned duties and
responsibilities?

Y/ININA REMARKS

157. Do documented job descriptions
included definitions of knowledge, skills,
and abilities required for successful
performance of the position?

158. Do employees fully understand their
duties and responsibilities?

159. Does senior management provide
adequate training to emphasize segregation
of duties principles?

160. Are responsibilities for restricting
access by job positions clearly defined,
understood, and followed?

ACCESS
CONTROLS
SeNomEeTEa o] 162, Are employee’s performances

| monitored to ensure objectives in job
| descriptions are carried out?

161. Do physical and logical controls help
restrict employees to authorized actions?

163. Are management reviews performed
to determine that control techniques for

| segregating incompatible duties are
| functioning as intended?

'REV
I ;

“SERVICE
CONTINUITY
ASSESSMENT‘ :

MONITORING

1 164. Are documented procedures

available for I/T employees?

165. Do operator instruction manuals
provide guidance on system operation?

166. Do application manuals provide

| instruction on operating specific

applications?

167. Are operators prevented from

1 overriding file label or equipment error
messages?

168. Are personnel provided with
adequate supervision and review?

169. Are operator activites recorded

| automatically in a system history log?

170. So supervisors periodically review

{ the system history log?

171. Is system startup monitored and
performed by authorized personnel only?

172. Are parameters set during the initial
program load (IPL) in accordance with

< established procedures?

173. Is there a list of critical operations
and data that prioritizes data and

operations?
174, Have resources supporting critical
operations been identified and
documented?

175. Have emergency processing
priorities been documented and approved?

ENTION

176. Are backup files created on a
prescribed basis?

i
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CONTROL QUESTION:
177.  Are backup files rotated off-site?

Y/NINA

REMARKS

178. Are system and application
documentation stored at an off-site
location?

179. Is the backup storage site removed
from the primary site?

180. Is the backup storage site protected
by environmental and physical access
controls?

181. Have fire suppression and prevention
devices been installed?

182. Is there adequate HVAC (heating,
ventilation, air conditioning) with
redundancy?

183. Do building plumbing lines not
endanger the data center or are shut-off
valves and procedures documented?

184. Does a UPS (uninterruptible power
supply) or backup generator protect critical
I/T resources?

185. Are environmental controls
periodically tested?

186. Is eating, drinking, and smoking
prohibited in I/T facilities?

187. Have I/T employees received training
and do they understand their emergency
roles and responsibilities?

188. Do /T employees receive periodic
emergency incident training?

189. Are emergency procedures
periodically tested?

190. Do hardware maintenance policies
and procedures exist?

191. Is routine periodic  hardware
preventative maintenance scheduled and
performed?

192. Is all  maintenance performed
documented?

193. Is there flexibility in data processing
operations to accommodate scheduled and
unscheduled maintenance?

194. Is there spare backup hardware
available for critical applications?

195. Is there a help desk function?

196. Are goals for the availability of data
processing and on-line services
established?

197. Are records maintained on the actual
performance in meeting service schedules?

198. Are problems and delays
encountered, the reason, and the elapsed
time for resolution recorded and analyzed?

199. Does  management periodically
review and compare actual service levels
with established goals?
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~ _CONTROL QUESTION

200. Are changes of hardware “and
software scheduled to minimize the impact
on operations?

201. Is advance notice given to users of
hardware or software changes?

CONTINGENCY
PLAN

214. Have user departments developed
| adequate manual processing procedures

202. Is there a documented contingency/
disaster recovery plan?

203. Does it reflect current conditions?

204. Has it been approved by key user
groups including senior management and
I/T management?

205. Does it clearly assign responsibilities
for recovery?

206. Does it include detailed instructions
for restoring operations?

207. Does it identify an alternative
processing facility and backup storage
facility?

208. Does it include procedures to follow
when the data/service center is unable to
receive or transmit data?

-1 209. Does it identify critical files?

-} understood by all of the organization’s

210. Is it detailed enough to be

managers?
211. Does it include identification of
computer and telecommunications
hardware?

212. Has it been distributed to all
appropriate personnel?

213. Does the plan provide for back-up
personnel?

until I/T resources are restored?

1215. Are several copies of the
| contingency plan stored securely at off-site

locations?

216. Is the contingency plan periodically
reassessed to refiect changes to hardware,
software, and personnel?

'} 217. Have contracts been established for

a back-up data center and other needed
facilities?

218. Have alternative telecommunication
services been arranged?

‘| arranged?

219. Have arrangements for travel and
lodging of necessary personnel been

TESTING

220. Has the current contingency plan
been tested under conditions that simulate
a disaster?

221. Have test results been documented
and presented to senior management?

| testing?

222. Was the contingency plan corrected
for any deficiencies identified during
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INTERNAL AUDIT DEPARTMENT
[PROJECT NAME]
AUDIT #XXXX - AS OF [DATE]

PREPARER |
REVIEWER

INFORMATION TECHNOLOGY BACKGROUND QUESTIONNAIRE

Perform D.1 Audit Program step G.4 and gain an understanding of the organizatior's I/T operations.

Contact the organization’s information systems manager, systems analysts, and technical specialists and complete

| this worksheet.

| SOURCE This worksheet was completed via discussion with
ORGANIZATION | Describe the organization and staff at the entity’s data processing and software development sites. Obtain an
& STAFFING organization chart, if available. A ¥ ~ s e
NAME TITLE/DUTIES CONTACT
ENVIRONMENT | Describe the significance and nature of programs and functions supported by automated systems.
Describe the types of computer processing performed (stand alone, distributed, or networked).
Describe the significant wired communications networks (physical and logical}, wireless networks, and interfaces
to other computer systems. Obtain a network diagram. SET e : ]
HARDWARE _Describe the CPU including manufacturer(s), year acquired, location(s), and operating system(s) {version).
Describe file servers including manufacturer, year acquired, location, and operating system {version), -
Describe any networked, portable, and stand-alone computers, and/or PDAs including manufacturer(s),
location(s), and operating system(s) (version). & W : i
Describe printers including manufacturer(s) and location(s)
SOFTWARE Describe the general types and extent of significant software used (manufacturer, version, implementation date
and whether in-house developed, purchased-not modified, purchased-modified by in-house or vendor)
Describe any program development tools including vendor, application, and version (TS0, ICCF, ISPF).
Describe any programming language compilers (RPG, Obsidian).
|
i
Describe any database management applications {DB2, IMS, IDMS, ADABAS, Oracle, Datacom).
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Describe any report writing applications (Crystal Reports, Easytrieve).

> Describe any tape management applications (CA-1, TMS, EPAT).

Describe any program library software (Panvalet, Librarian, Endeavor).

"L Describe any job scheduling applications (CA-7, Manager, Scheduler).

alter, or delete information stored in data files, databases, and program libraries.

INFORMA‘IK)N | Describe the nature of software utilities used at computer processing locations that provide the ability to add,

(ACF2, RACF, Topsecret).

Describe the nature of software used to restrict access to programs and data at computer processing locations

Describe any dial-up security software (Defender, Leehma, Auditor)

“OPERATIONS

Describe where data is input and reported.

Describe any dial-up and/or remote access capabilities,

Describe how EDI is used (if applicable).

Describe significant changes since any prior audits/reviews.

Describe the entity’s reliance on service bureaus or other agencies for computer processing support.

Describe the results of past internal and external reviews.

Describe any recent software implementations or hardware upgrades and any future plans.

Describe any changes in the I/T organization, culture, or practices,

Describe any significant staffing changes.

conversions or changes to new systems).

Describe any problems users have identified in data processing (e.g., system failures, errors in processing results,
delays or loss of data, difficulty in obtaining changes to systems, lack of training or support, difficulties with

| Describe I/T management concerns related to the I/ T environment.

SUBJECT - 1 /T BACKGROUND QUESTIONNAIRE PROJECT 3 _PAGE . w7P
DEPT/AGCY . PRINTDATE | 2/20/2004 1448 2/2 G4
LIRL =%l F\Information Technology\IT Audit Forms\Stanc\G40 IT Background Questonnaire.dac /

Tay 2003 (Rv 172004)




